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Industry Trends and Drivers
Fraud and Risk Management as worldwide primary concerns

Threats ConsolidationRegulation

 Financial crime & security 
are a big concern

 Direct influence on 
reputation and business 
continuity

 Strict information 
security requirements

 International, regional 
and local regulation 
pressure

 External and internal 
audits

 Mergers and 
acquisitions prevail

 Massive IT 
consolidation
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Industry Trends and Drivers
The impact of fraud for banking and insurance industries

Source: World Bank

$1 trillion
annual 

cost

$40 billion 
annual 

cost
82% 

incident 
rate

Global estimated 
cost of corruption 
and bribery 
worldwide

Total estimated annual 
cost of insurance fraud 
(non-health insurance) 
in the US
Source: FBI

7% 
annual 

loss

Total estimated lose 
of participant 
organizations on 
their annual revenue 
to fraud

Source: ACFE (Association of
Certified Fraud Examiners - US)

% of executives surveyed 
worldwide that experienced a 
fraud incident in the past year 
compared to 75% in 2015
Source: Kroll Annual Global 
Fraud & Risk Report
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Fraud Detection and Risk Management
A timeline perspetive

2010

Incident 
oriented

Ad-hoc analysis 
triggered by 

external impact

Risk response 
strategies
Scenarios and 

process 
methodologies

Heuristics &
Scoring

Fraud indicators 
heuristics

Customer dynamic 
risk scoring

Risk mgmt. 
automation

Predictive behavior
Unknown fraud patterns

Incremental learning
Automated tuning and 

response

Advanced 
analytics

Unusual activity 
monitoring

Big data analysis
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Fraud Detection and Risk Management
Can cloud computing and AI make the difference?

Human based 
approach

Cloud-based Advanced Analytics 
& Machine Learning

Common 
Constrains

Challenges for high 
performance

 Traditional approach rely very heavily on 
manual intervention and human judgement

 Constrained to operate with a limited set of 
known parameters based on heuristic 
knowledge

 Inability to understand context-specific 
relationships between parameters 
(geography, customer segment, behavior)

 Automatic recalibration of model to reflect 
changing behavior and adaptation to 
feedback from investigations

 Detect unknown or low typically fraud 
patterns on a proactive basis
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Fraud Detection and Risk Management
Logical blueprint of a cloud-based risk intelligence solution

• Customer profile
• Product portfolio
• Relationships

Customer Risk-
based Scoring

• Best-practice
• Self-service

Scenario-based 
Detection

Unusual Activity 
Detection
• Profiling
• Predictive behavior 

analysis

• Scenarios
• Suspicious activity
• Customer scoring

Transaction 
Risk-based 
Scoring

Cloud based
Fraud\Risk
Analytics

Consolidated
Alerts

• Detalhe sobre os cenários
detetados

Compliance 
Monitoring

• Case management
• Self-service analysis
• Investigation

Analyst 
Feedback

• False positives
• Approval steps and

decision

Reporting

• SAR
• CTR
• Dashboards
• Audit trail

• Transactions
• Customers
• Market\Other

Institution
Data

Anonymization
Tokenizing
Cleansing

Identity mapping

Realtime
Screening
• KYC
• Quarantine workflow

d-1 risk scoring

Institution
Fraud\Risk
Solution
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Fraud Detection Advanced Analytics
Scenario-based detection

Industry
Best-practice scenarios

Banking 
(AML)

Insurance 
Fraud

Cross-industry 
scenarios

• High amount in a sigle cash withdrawal
• Repeatedly similar deposits
• Transactions involving customers under investigation
• Smurfing
• Fractioned transactions to multiple foreign accounts
• Unusual transactions after physical vault withdrawal

• Similar claims from entity groups
• Unlikely related claims
• Claims close to contract end
• Claims patterns on amounts or reporting dates

• Employee social relationships with customers and suppliers
• Expense reports
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Fraud Detection Advanced Analytics
Unusual activities detection

Machine
Learning 
Models

• Historical behavior profiling – Learns activity patterns of each 
account and maintains customer activity profile

• Peer group behavior profiling - Learns activity pattern of entity 
segments and maintains customer activity profiles

• Learns automatically what is normal, based on actual behavior
• Adapts to changes in account and customer behavior

• Detect unknown data correlations based on historical case 
management

• Incrementally reduce false positives
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Fraud Detection Advanced Analytics
Logical entity groups detection

Machine
Learning

Customer data sources

Transactions

Behavior

Personal data & 

events

Social networks

Event 
processing

• Core relationships analysis
• Connection density 
• Social proximity
• Eigenvalue (degree of influence)
• Timeline evolution
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Fraud Detection Advanced Analytics
Money Laundering patterns detection

Machine
Learning

Account activity

Transactions
Customer

Behavior

Event 
processing

• Placement - illegal funds entering primary bank accounts
• Layering - disperse and disguise funds through multiple bank accounts having 

professionals act as intermediaries and transacting through corporations and trusts
• Integration - laundered funds made available for activities such as investment in 

legitimate or illegitimate businesses
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Fraud Detection Advanced Analytics
Model training approach for false positive reduction

Model 
selection

Analyze Receiver 
Operating Characteristics 
(ROC curves)

Feature 
engineering

Feature 
selection

Parameter 
tweaking

Investigation

Adapting to 
feedback

Optimized 
prediction

Sample models:
Logistic Regression
Modified Multi-variate Gaussian (MVG)
Adjusted Random Forest (ARF)
Modifed Randomized Undersampling (MRU)
Adjusted Minority Oversampling (AMO)
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Other Risk Intelligence Features
Intelligent Scoring Algorithms

Basic Scoring
 Geometric average return
 All features with same weight

Weighted Scoring
 Geometric average return with feature 

weights

Relacional Scoring
 Include feature relationships in scoring 

algorithm

4
João Carlos

Customer Risk Scoring
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Other Risk Intelligence Features
Intelligent Scoring Algorithms

Transaction 
Intelligent 
Scoring

• Scoring 
automated 
fine-tuning

Machine Learning

• Best-Practice
• Self-Service

Scenarios

• Unusual behavior
• Entity groups

Suspicious Activity 
Monitoring

• Scoring algorithms
• Parameters adjusted by 

Compliance team

Transaction Scoring

Analyst Feedback
• Case handling
• False positives

Incremental Learning

• Transactions
• Customer
• Watch Lists

Data Sources
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Other Risk Intelligence Features
Intelligent Case Management

A L E R T  2

A L E R T  1

Scoring: 20Transactions: 1,2,3
Subject: Unusual 
behavor

Customer: João C.
Score PBC: 8

Scoring: 30

Transactions: 1,4
Subject: 
Suspicious 
account

Customer: João C.
Scoring: 8

A L E R T  
C O N S O L I D A T I O N

Scoring: 50

Transactions: 1,2,3,4
Subject: 
Unsual behavior
Suspicious account

Customer: João C.

• Hits aggregation on a single file 
• Analyst guidance through 

investigation process, regulation 
duties

• Task prioritization and SLA 
control
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Risk Mgmt
Intelligence

• Report lifecycle mgmt
• Delegation & approvals
• Report insights
• Multichannel alerts

Reporting Control

• Schedule and track audit 
events – internal\external 

• Internal risks correlation
• Delegation & approvals
• Reports & dashboards

Auditing

• Suspicious activity 
monitoring (KYT)

• Watch List filtering (KYC)
• Customer due diligence
• Quarantine mgmt.
• Suspect case mgmt.

AML & Fraud Detection

• Customer profile
• Customer activity\

transactions
• Risk-based pricing
• Internal processes and 

procedures

Scoring Engine

Incremental
Learning

• Organizational gaps 
monitoring

• Issues lifecycle 
mgmt

• Delegation & 
approvals

• Regulator reports

Internal Risk

4 Pillars of Compliance
Logical view of a risk management framework

Case 
Mgmt

Compliance 
Console

Reporting
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AI & Machine Learning

Computing systems 
that become smarter 
with experience

“Experience” = 
past data + human input 

“I need our systems to think. 

I need them to learn and 

I need them to present issues 

and problems and anomalies 

to the employees, to the managers”

Adam Coffey
President and CEO 
WASH Laundry Systems 



H i g h  P e r f o r m a n c e  i n  F r a u d  d e t e c t i o n  a n d  R i s k  M a n a g e m e n t  
u s i n g  M a c h i n e  L e a r n i n g  a n d  C l o u d  b a s e d  S e r v i c e s

Thank you!
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